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Introduction

This guide aims to help you do your OT 

Cyber Security risk management better.

 This guide outlines applicable cyber 

security frameworks, useful tips for running 

your cyber security assessments and how to  

self assess your OT Cyber Security Risk 

Management capability using the C2M2 

Risk Domain.

This document also refers to the Crawl, 

Walk and Run maturity model framework to 

help you pick the right framework for where 

you are. 
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Use ISO 31000 as your base 

• ISO 31000 as the base for 
your OT Cyber Security Risk 
Management Capability

Establish the 
Context

Risk Identification

Risk Analysis

Risk Evaluation

Risk Treatment
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Useful Cyber Security 
Frameworks
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Crawl – ISO 27005 &  NIST 800-37, 800-
39
ISO 27005

• ISO 27005 is the application 
of ISO 31000 for Information 
Security

• Learn more at Information 
security, cybersecurity and 
privacy protection —
Guidance on managing 
information security risks 

NIST 800-37 & 800-39

• These NIST Standards outline 
how to mange your cyber 
security risk management 
program learn more at:

• NIST SP 800-37 Rev. 2

• NIST SP 800-39
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Walk – ISA/IEC 62443

• The ISA/IEC 62443 Standard 
Series considers how Cyber 
Security is managed for 
Industrial Automation and 
Control Systems (IACS)

• It has 14 Publications and 
62443 Part 3-2 considers how to 
assess cyber risk for IACS

• 3-2 outlines the Zone and Conduit 
Requirements (ZCR) 

• Learn more at Leveraging ISA 
62443-3-2 for IACS Risk 
Assessment and Risk Related 
Strategies
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Run – SPR & CCE
Security PHA Review (SPR)

• A Security PHA Review takes a 
PHA and asks if it could be 
initiated by a cyber event and if 
the controls could be Cyber 
compromised 

• Learn more at this ISA Intech 
Article

Consequence-Driven Cyber-
Informed Engineering (CCE)

• Learn more at 
https://inl.gov/national-
security/cce/ 
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Tips for your next cyber 
security risk assessment
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Practical Tips for running your next 
Assessment
1. Have an experienced Risk Facilitator

• A great facilitator is able to constructively 
challenge assumptions and assertions

2. Clear Scope and agreed System under 
Consideration
• Use the System Under Consideration (SUC)

3. Make sure you have the right people in 
your assessment
• Cyber Risk often lives in the intersection of 

systems and responsibilities

Risk Scenario 
Structure

[There is a risk that a] 
[THREAT] 
does an 

[ACTION or EXPLOIT 
VULNERABILITY] 

against an [ASSET] 
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Communicate Cyber Risk using Bowtie 
diagrams
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Self Assess your OT Cyber 
Security Risk Management 
capability using the C2M2 
RISK domain
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An overview of the C2M2 RISK Domain
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1. Establish and 
Maintain Cyber Risk 

Management 
Strategy and Program 

2. Identify Cyber Risk 3. Analyze Cyber Risk 

4. Respond to Cyber 
Risk 

5. Management 
Activities for the RISK 

domain 

Learn more at https://www.energy.gov/ceser/cybersecurity-capability-maturity-model-c2m2 
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1. Establish and Maintain Cyber Risk 
Management Strategy and Program
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2. Identify Cyber Risk
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3. Analyze Cyber Risk
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4. Respond to Cyber Risk
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5. Management Activities for the RISK 
domain
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About BLARGE

MISSION CRITICAL 
CYBER SECURITY

BLARGE is a specialist Cyber 
Security Consultancy focusing on 
Australian Critical Infrastructure.

At BLARGE we reference world-
class methodologies and 
frameworks and learn from the best 
to help you manage your cyber 
security risks.

Our services include:

1. Cyber Security Tabletops and 
Executive Education

2. Cyber Security Program and Project 
Advisory

3. Cyber Security Risk Assessments

4. Cyber Security Architecture Support 
and Development

5. OT Cyber Security Operations Advisory

6. OT Cyber Security Advisory Retainer
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contact@blarge.io  https://blarge.io
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